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DIGITAL WATERMARK SCREENING AND DETECTION STRATEGIES 

Technical Field 

The invention relates to digital watermarking, and more particularly relates to 
5 watermark detection in multimedia content (e.g., still image, video and audio signals). 

Background and Summary 

The reader is presumed to be familiar with digital watermarking technology. 
See, e.g., co-pending application 09/503,881, filed February 14, 2000, entitled 

10 Watermark Reader and Embedder, the disclosure of which is incorporated by reference. 

One objective of watermark detectors is to reject unmarked signals (e.g., image, 
audio, video signals) at the earliest possible stage of detection. The detector may 
conclude that a signal is unmarked based on quantitative evidence of the watermark (or 
lack thereof) in a signal suspected of having a watermark. The signal might be an 

1 5 unmarked component of a marked signal, or simply an unmarked signal. Also, in some 
cases, the signal, though previously marked, may appear to be unmarked due to 
removal or degradation of the watermark. By accurately identifying an unmarked 
signal at an early stage, the detector can avoid unnecessary processing. Also, the 
apparent absence of a watermark may trigger some action (or prevent an action) such as 

20 providing output indicating that the signal has been tampered with or controlling 
processing of the signal (e.g., preventing copying, playing or recording in copy 
protection applications). 

A related objective of a watermark detector is measuring the strength of a 
watermark signal. Based on the watermark strength, the detector can assess whether a 

25 suspect signal has a valid watermark, and the extent to which a signal has been 
transformed. The detector can also determine the likelihood that a suspect signal 
includes a valid watermark or recoverable watermark message. Such an evaluation 
helps the detector allocate its processing resources on portions of the suspect signal that 
are likely to contain a valid watermark or recoverable watermark message. 

30 The cited application describes a variety of techniques for detecting a 

watermark. Some of these techniques correlate attributes of a watermark signal with a 
signal suspected of containing a watermark. By measuring the extent of correlation, a 



WO 01/69518 



PCT/US01/07373 



watermark detector assesses whether a watermark is present, and in some cases, 
determines its orientation in the suspect signal. Related techniques detect a watermark 
signal by at least partially decoding a message from the suspect signal and then 
comparing attributes of the message with expected attributes to assess the likelihood 

5 that a watermark signal is present. These and other techniques may be used to compute 
a detection value that quantifies the likelihood that the suspect signal has a watermark. 

One aspect of the invention is a method of using detection values ascertained 
from signals suspected of being watermarked to control the detection process. The 
detection values may be used to reject unmarked signals. In addition, they may be used 

10 to refine the detection process by focusing the detector on signals or portions of signals 
that are likely to contain a watermark and/or a recoverable watermark message. Each 
portion of a suspect signal may be defined by an orientation parameter (or set of 
parameters like rotation, scale, origin, shear, differential scale, etc.). Also, each portion 
may represent different orientations of the suspect signal, or a component of the signal. 

1 5 Another aspect of the invention is a method for using two or more detection 

metrics to control the detection process. The multiple metrics could be derived from 
independent measurements in multiple stages or could be different features of the same 
measurement. Each detection metric evaluates detection values to control detection 
actions. One type of detection metric is a screen used to evaluate suspect signals or 

20 portions of a suspect signal for the presence of a watermark. Each stage evaluates 
detection values to assess whether a suspect signal, or portion of it, is marked. 

Another aspect of the invention is a method for using absolute and relative 
detection measures to assess whether a suspect signal is marked. An absolute measure 
of detection represents quantitative evidence of a watermark signal in a suspect signal, 

25 and is usually evaluated independently from other detection values. A relative measure 
is based on the relative values of two or more detection values, which may be relative 
or absolute measures. A relative measure may be implemented by computing absolute 
detection values for different portions of a suspect signal and then computing a relative 
detection value as a function of the absolute detection values. 

30 Both absolute and relative detection values may be evaluated relative to desired 

limits or thresholds to determine an appropriate action. One action is to reject the 
candidate signal associated with the detection value as being unmarked. Another action 
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is to use the detection values to direct further actions of the detector. One advantage of 
using both absolute and relative detection values is that they usually contain 
complementary information. This complementary information helps in improving the 
watermark screening and detection process. 

5 In one implementation, a detector computes detection values for different 

orientation parameter candidates, sorts the detection values in terms of likelihood of 
representing a valid watermark, and then takes a ratio of a top detection value relative 
to one or more lesser detection values. The orientation parameter candidates define an 
approximate orientation and/or location of a watermark in a suspect signal, and as such 

10 are associated with a portion of a suspect signal. 

The foregoing and additional features and advantages of the present invention 
will be more readily apparent from the following detailed description, which proceeds 
with reference to the accompanying drawings. 

1 5 Brief Description of the Drawings 

Fig. 1 is a flow diagram illustrating a watermark detection process. 

Fig. 2 is a flow diagram showing a watermark detector that correlates a 
calibration signal with a suspect signal to compute detection values. 

20 

Fig. 3 is a flow diagram showing a watermark detector that computes detection 
values by comparing an expected signature with a watermark signature taken from a 
suspect signal. 

25 Fig. 4 is a flow diagram of a process for screening un-marked signals based on 

detection metrics. 

Detailed Description 

A watermark decoder detects a watermark in a suspect signal by computing 
30 evidence of watermark signal attributes in the suspect signal. The watermark signal 

attributes used in detection may be referred to as a calibration or synchronization signal 
(hereafter referred to as "calibration signal"). The calibration signal maybe watermark 
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signal attributes that correspond to message symbols embedded in a watermark. For 
example, a watermark message may include a "signature" of one or more symbols 
known to the decoder. In the process of encoding the signature, a watermark encoder 
modifies a host media signal to compute a composite signal with signal attributes of the 

5 signature. To detect the watermark in a suspect signal, a detector analyzes the suspect 
signal to find evidence of the signature. In this case, the calibration signal corresponds 
to the attributes of the composite signal used to encode the signature. 

The calibration signal may also be an orientation watermark. To encode the 
orientation mark, the watermark encoder modifies the host signal to compute a 

10 composite signal with signal attributes of the orientation signal. To detect the 
watermark, a detector analyzes a suspect signal to find evidence of the orientation 
signal. In this case, the calibration signal corresponds to the orientation signal. Both a 
message signature and an orientation signal may be embedded in a host signal. Some 
watermark signals may perform a dual function of encoding a signature and an 

15 orientation signal (e.g., a watermark signal acts as a signature and an orientation 
signal). 

The following description uses the term "calibration signal" to broadly 
encompass watermark signal attributes used to identify a watermark in a suspect signal. 
Unless specified otherwise, the calibration signal should be construed to encompass 

20 watermark message symbols and/or an orientation signal used to detect a watermark. 

To detect a watermark in a suspect signal, a detector computes quantitative 
evidence of the calibration signal. One form of evidence is a detection value indicating 
the extent to which a portion of the suspect signal has attributes that match those of the 
calibration signal. One such measure is a correlation value that quantifies the 

25 correlation between the calibration signal and a portion of the suspect signal. Another 
measure is the extent to which the known signature matches a signature computed from 
the suspect signal. 

In the process of detecting a watermark in a suspect signal, the detector may 
analyze several portions of the suspect signal. In many watermark systems, a key 
30 specifies where a watermark is located in an un-modified watermarked signal. 

However, the decoder does not know whether there is a watermark in a suspect signal. 
Moreover, transformation of the composite signal may degrade the watermark and alter 
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its orientation in a suspect signal. For many applications, the detector must search for 
the presence of a watermark and determine its orientation. This process is sometimes 
referred to as synchronization. 

The synchronization process varies depending on the type of host and 

5 watermark signal. In images, the orientation of the watermark may change due to 
transformations of the host image (e.g., geometric transforms, spatial frequency 
transforms, phase transforms etc.). In audio, the location of the watermark may also 
change due to transformations (e.g., temporal shifting or scaling due to up-sampling or 
down-sampling, frequency shifting, phase shifting, etc.). In video signals, the location 

10 of the watermark may change due to these and other transformations. 

Because these transforms may alter a watermark, the detector analyzes several 
different portions of the suspect signal to find evidence of it. A watermark key may 
help guide the analysis around certain portions of the suspect signal. Each of these 
portions has one or more orientation parameters that define a location (and/or 

15 orientation) in the suspect signal. In an audio sequence, the portion might be a time 

window or range of frequencies within an audio segment. In an image, the portion may 
be a two-dimensional spatial area or range of frequencies. To simplify the discussion, 
these portions of the suspect signal and their corresponding orientation parameter (or 
parameters) are generally referred to as candidates. The detector may compute a 

20 detection value for each candidate. Then, based on these detection values, the detector 
may assess whether a watermark is present, and the strength of the watermark. 

Fig. 1 illustrates a process for detecting a watermark in a suspect signal. The 
detector identifies candidates in the suspect signal (100, 102). A watermark key may 
be used to locate the candidates. Used in the watermark encoder to embed the 

25 calibration signal, the key generally specifies the location of the calibration signal in an 
un-modified marked signal. The detector then computes a detection value for the 
candidates (104). Next, it determines how to direct further detector actions based on 
the detection values (106). The detection value may be an absolute measure derived 
from a single candidate. Alternatively, it may be relative measure, computed by 

30 evaluating the detection value of one or more candidates relative to other candidates. 
The detector may implement different actions based on evaluation of the 
detection values. One action is to reject the suspect signal as being un-marked. 
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Another action is to use the detection measures to refine initial detection results. One 
way to refine the initial detection result is to select additional candidates that may 
increase the likelihood of accurate detection of a watermark and/or recovery of a 
message embedded in it. In short, the detector may use the detection values to focus 
5 detector resources on portions of the suspect signal that show promising evidence of a 
watermark and/or its calibration signal. 

Example Embodiments 

Fig. 2 illustrates an example embodiment of a watermark detector that uses 

1 0 detection values to reject unmarked signals and to direct further detection actions. In 
this example, the detector correlates the calibration signal (or attributes of it) with the 
suspect signal (200, 202). In performing the correlation process, the detector may use a 
watermark key to select initial portions of the suspect signal expected to contain a 
watermark. For example, the key may specify that the calibration signal has been 

15 encoded into marked signals in a particular spatial or temporal' location in some given 
transform domain. 

The correlation process (202) computes correlation values for candidate 
portions of the suspect signal that exhibit some evidence of the calibration signal (204). 
A variety of correlation methods maybe employed, including, for example general 

20 matched filtering. Each candidate may be defined by one or more orientation 

parameters that describe its location and orientation within the suspect signal. The 
correlation values for each candidate are absolute detection values. 

Next, the detector computes relative detection values based on the detection 
values calculated previously from the suspect signal (206). One example of a relative 

25 detection value is a ratio of a top absolute detection value to one or more lesser 

detection values. The detection process may repeat, iteratively refining candidates by 
adjusting their orientation parameters. In this case, there may be several sets of 
absolute detection values, and corresponding relative detection values for each set. 

After the detector has computed detection values, it uses those values to control 

30 further detection actions. One action is to screen and reject un-marked signals 

(including un-marked portions of a signal, or portions where a watermark has been 
degraded) (208). Another action is to use promising detection values (e.g., those 
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values falling within a desired range or exceeding a limit) to direct further detection 
operations on the suspect signal (210). The cited application provides an example of 
this action where orientation parameter candidates associated with top detection values 
are refined to improve detection and watermark message recovery. These types of 

5 actions can be used in detectors for different types of signals, including still image, 
audio and video signals. 

Fig. 3 illustrates an example embodiment of a watermark detector in which the 
calibration signal is in the form of a signature. In this example, the detector begins by 
evaluating candidates in the suspect signal (300). As in the prior example, a watermark 

1 0 key may be used to specify an initial candidate location of a calibration signal, 

assuming that the suspect signal has been marked (302). Using the key to identify a 
candidate location of a watermark, the detector attempts to decode the signature at the 
candidate location (304). Even if the suspect signal has been watermarked, the 
signature may be degraded and/or geometrically transformed due to manipulation of the 

15 watermarked signal. 

Next, the detector evaluates the decoded signature relative to the signature used 
in the encoder (the expected signature) (306). One way to evaluate the signature is to 
measure the similarity between the decoded signature and the expected signature. An 
example of this similarity measure is the percentage agreement computation in the cited 

20 application. The similarity measure is another example of a detection value associated 
with a particular candidate. 

Another way to evaluate the presence of a signature in the suspect signal is to 
perform correlation between signal attributes of the one or more expected symbols and 
the suspect signal. In fact, some implementations use correlation to decode watermark 

25 message symbols. The extent of correlation provides a measure of similarity between 
an expected signature and a signature observed in the suspect signal. 

Based on the detection value, the detector may reject the signal as being un- 
marked (308). For example, if the detection value falls below a limit (either 
predetermined or adapted based on the suspect signal), then the detector may conclude 

30 that the associated signal is unmarked. 

The detector may also quantify the extent of watermark degradation. For 
example, a low detection value represents significant degradation, while a high 
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detection value represents minimal degradation. Such detection values are useful in 
signal authentication or copy control applications where the extent of degradation is 
used, for example, to determine whether the suspect signal is authentic or to control use 
of the suspect signal (e.g., enable/prevent its transmission, playback, recording or 
5 copying). 

The detector may also use the detection value to refine its search for a valid 
calibration signal (310). For example, when the detection values fall within certain 
limits, then they direct the detector to focus its attempt to synchronize with the 
calibration signal around the orientation parameter or parameters that yield such 

10 detection values. 

The cited application describes methods for computing detection values and 
using them to direct the actions of the detector. In one implementation, the detector 
performs multiple stages of detection. One form of calibration signal is an orientation 
signal. The detector performs correlation between an orientation signal and the suspect 

1 5 signal. Based on the measure of correlation, the detector determines whether to reject 
the suspect signal. A detection value derived from the correlation is then used to make 
a decision whether to reject the suspect signal as un-watermarked, or to .allow it to 
proceed to later detection stages. 

In a particular implementation in the cited application, an initial detection stage 

20 decides whether a watermark is present in a suspect image and, if so, provides estimates 
of orientation parameters to later detection stages. In other words, the initial detection 
stage acts as a classifier that discriminates between marked and unmarked images. The 
initial detection stage computes rotation and scale parameter candidates, and a measure 
of correlation for these candidates. It then determines whether to reject the suspect 

25 signal based on these measures of correlation. One test for screening unmarked signals 
is to compute a ratio of the top correlation value to other lesser correlation values for 
the candidates and then reject the signal as unmarked if the ratio does not exceed a 
limit. If the screen does not reject the suspect image, later detection stages refine the 
orientation parameter candidates by computing translation parameters (i.e. the origin of 

30 the watermark) and/or other parameters such as differential scale and shear. 
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For the orientation parameter candidate, the detector computes correlation 
between the orientation signal and the suspect signal. This correlation can be computed 
in the spatial domain, the Fourier magnitude domain, or some other transform domain. 
In some applications, the detection strategy can be improved by performing one 
5 or more additional tests on candidates to control further detector processing actions. 

One strategy, detailed below, uses a two stage test to reject un-marked images. 
This strategy uses both absolute and relative detection values. In experiments, this 
strategy rejects approximately 99% of unmarked images at an initial detection stage. 
Ideally, the initial detection stage should allow all watermarked images to 
10 proceed to later detection stages but reject all unmarked images. However, any 
practical classifier would accept some number of unmarked images (false positives) 
and reject some number of marked images (false negatives). The goal is to minimize 
both the false positives and the false negatives. 

Fig. 4 illustrates an example of a screening strategy that achieves this goal. 
15 Screen I - This screening strategy uses a detection metric based on relative 

detection values. Correlation values corresponding to the top candidates are used to 
compute the relative detection value. In particular, the relative detection value is 
computed as a ratio of a top correlation value to one or more lesser correlation values or 
combination of lesser correlation values (e.g., an average of the next N best correlation 
20 values). The detection value is compared to a pre-determined threshold Tl. If the 
detection value exceeds Tl, the detector proceeds to screen II. If the detection value 
fails to exceed Tl, the suspect image is labeled an unmarked image and further 
processing ceases. 

The correlation value may be computed in a variety of ways, depending on the 
25 nature of the orientation and suspect signals. For images, the correlation may be ' 
performed in one or more of the following domains: spatial, transform domain (e.g., 
Fourier domain), etc. In the case where the orientation signal is an array of impulse 
functions in the Fourier domain, the detector preferably computes the correlation in the 
Fourier domain. One measure of correlation analyzes the extent to which the impulse 
30 functions of the orientation signal are present in the Fourier Magnitude domain. This is 
a type of correlation strength and is referred to as Fourier Magnitude Correlation 
(FMC). 
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One way to compute the correlation strength in this context is to compute the 
dot product of the impulse functions of the orientation signal and the suspect signal in 
the Fourier Magnitude domain. The dot product is computed between the two signals 
after transforming the orientation signal to a candidate orientation (e.g., rotating and 

5 scaling it based on rotation and scale parameter candidates). 

A related method is to perform an additional filtering process of the samples of 
the suspect signal in a neighborhood around the location of each impulse function and 
then summing the result of filtering around each impulse function location. This 
operating gives an indicator of the extent to which the impulse functions are present in 

10 the suspect signal. The neighborhood can be defined in a variety of ways, including a 
square neighborhood of samples centered at the location of the impulse function, or a 
neighborhood defined along a line or lines through the impulse function (e.g., 
horizontal line, vertical line, or radial line through the origin of the coordinate space). 
One such filtering operation is to divide the sample in the suspect signal at the 

1 5 impulse location by an average of neighboring samples. If the average value is zero, 
then the filter result is set to some constant value. In one implementation, the result of 
filtering at each impulse function location in the Fourier magnitude domain is added to 
compute a measure of correlation. 

A number of variations to this filtering operation are possible. One such 

20 variation is to insert a thresholding function before adding the filtering results. One 
example is a thresholding process that subtracts a first constant from each filtered 
result, and then clips values greater than a second constant to that constant value. The 
result of the thresholding operation is summed to derive a measure of correlation 
strength. 

25 Screen II - In this screen, the correlation strength (corresponding to the top 

candidate after Fourier magnitude correlation) is compared to a pre-determined 
threshold T2. If the correlation strength exceeds T2, then the suspect image is allowed 
to proceed to the later detection stages. If the correlation strength fails to exceed T2, 
the suspect image is labeled an unmarked image and rejected. 

30 Empirical data shows that for unmarked images, whose correlation strength is 

high, the remaining correlation values are also comparatively high. Therefore the 
resulting detection value is low. Screen I is well suited to reject such unmarked 
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images. Most of the unmarked images that do make it beyond Screen I have lower 
correlation strengths and are rejected by the second step. The combination of the two 
screens gives high rejection rates. 

The correlation strength is a useful figure of merit since it gives an approximate 
5 indication of how many orientation signal impulses (out of the total number of impulses 
in the orientation signal) were detected. Its use as a measure of the strength of the 
orientation signal can provide a further metric useful in later stages of detection. 

A beneficial consequence of high rejection rates at an early detection stage is 
faster performance (speed of detection). Higher rejection means that the detector can 
1 0 avoid additional processing of later detection stages, which may by more 

computationally complex. As a result, the mean performance times are reduced. 

The following points can be made about this two stage screening: 

1) There are two screening stages to reject unmarked images. The first stage uses a 
metric based on a relative detection value. Images that pass this test are subjected 

15 to an additional screen where the correlation strength is compared to a pre- 
determined threshold. Images that do not exceed this threshold are rejected; others 
proceed to the later detection stages. 

2) The improved false positive rate means that the overall false positive statistics (all 
stages combined) improves commensurately. 

20 3) The reduction in false positives translates into major performance improvements 
since very few (approximately 1%) of the unmarked images now reach the next 
stage of detection. In the cited application, additional stages used to refine the 
orientation parameter candidates (e.g., compute differential scale, shear, translation) 
and to decode a watermark message can be avoided or can be made more efficient 

25 by focusing on candidates that are more likely to represent a valid, recoverable 
watermark signal. 

4) The correlation strength can be used as a figure of merit for the orientation signal. 

5) The method can be extended to more than two screens. 

6) In some cases, the order of the screens may be important. For example, 

30 interchanging the order of Screen I and Screen II may not provide good results. 
The order can be determined empirically using training data. 
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7) In each stage of detection, the detector can compute detection values based on one 
or more features of the suspect signal. Then, using possibly independent detection 
values from these stages, the detector can combine these values in metrics for 
screening and refining orientation parameters. Detection values may be considered 

5 independent if they are computed independently, rather than derived from each 
other. For example, a measure of correlation for an orientation signal in a 
watermark may be independent from a measure of similarity between expected and 
decoded message symbols from a watermark message. 

The detector may compute different measures of correlation in each stage 

10 and evaluates a metric that combines information from these correlation measures 
to get improved rejection of unmarked signals. 

The measures of correlation may be different in that they are computed in 
different domains (e.g., spatial, temporal, transform domains), are based on 
different orientation parameters, are computed for different parts of the suspect 

1 5 signal, or are based on different attributes of the watermark. 

The features evaluated in each stage need not be measures of correlation. 
For example, one stage may evaluate the similarity between a decoded symbol or 
symbols from the suspect signal and symbol or symbols expected to be in a 
watermark message. A statistical analysis may be employed to indicate the 

20 likelihood that the decoded symbols represent expected symbols. Based on the 
similarity measure and/or statistical likelihood, the detection stage provides a 
detection value that can be combined with a detection value derived from another 
detection stage. In sum, effective detection metrics may be constructed by 
combining information from different stages. These detection metrics can then be 

25 used to control detector action, such as rejected unmarked signals or focusing 

further detection on portion of the suspect signal that appear more likely to have a 
valid, recoverable watermark. 

Concluding remarks 

30 Having described the principles of my invention with reference to an illustrative 

embodiment, it should be apparent that the invention can be modified in arrangement 
and details without departing from such principles. Accordingly, I claim as my 
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invention all such embodiments as may come within the scope and spirit of the 
following claims, and equivalents thereto. 

To provide a comprehensive disclosure without unduly lengthening the 
specification, applicant incorporates by reference any patents and patent applications 
5 referenced above. 

The particular combinations of elements and features in the above-detailed 
embodiments are exemplary only; the interchanging and substitution of these teachings 
with other teachings in this and the incorporated-by-reference patents/applications are 
also contemplated. 
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WE CLAIM 

1 . A method of using detection values computed from a signal suspected of 
being watermarked to control watermark detection, the method comprising: 

computing detection values for two or more candidate portions of a suspect 

5 signal; 

computing a relative detection value based on two or more of the detection 
values; and 

controlling detector action based on the relative detection value. 

10 2. The method of claim 1 : 

including computing an absolute detection value for at least one candidate 
portion of the suspect signal; and 

controlling detector action based at least in part on the absolute and relative 
detection values. 

15 

3. The method of claim 2 wherein the detector action is screening unmarked 
signals from further detection action. 

4. The method of claim 1 where the candidate portions are represented by 
20 orientation parameters. 

5. The method of claim 4 wherein the candidate portions are each presented by 
one or more orientation parameters that approximate a transform that at least a portion 
of the suspect signal has undergone subsequent to being encoded with a watermark. 

25 

6. The method of claim 1 including determining whether to reject a suspect 
signal as being un-marked by comparing the relative detection value to a limit. 

7. The method of claim 1 including determining whether to reject at least a 
30 portion of the suspect signal as being un-marked by two or more screening stages, 

where a first screening stage tests a set of candidate portions; and a subsequent 
screening stage tests candidate portions that remain after the first screening stage. 
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8. The method of claim 1 including selecting additional candidate portions of 
the suspect signal based on the detection values; and 

computing detection values for the additional candidates in an attempt to find 
5 portions that evince a stronger watermark signal. 

9. The method of claim 8 wherein selecting additional candidate portions 
comprises refining orientation parameters associated with the candidate portions. 

10 10. The method of claim 1 wherein the detection values comprise measures of 

correlation between a calibration signal and at least portions of the suspect signal. 

11. The method of claim 1 wherein the detection values comprise a measure of 
similarity between an expected calibration signal and a calibration signal decoded from 

15 at least a portion of the suspect signal. 

12. The method of claim 1 wherein the relative detection value is used as an 
indicator of strength of a watermark in the suspect signal. 

20 13. The method of claim 1 wherein the relative detection value is used to 

control use, copying or recording of the suspect signal. 

14. The method of claim 1 wherein the relative detection value is used to 
determine whether the suspect signal has been tampered with. 

25 

15. A computer readable medium on which is stored software for performing 
the method of claim 1. 

16. A method of detecting a watermark comprising: 

30 computing detection values for two or more signals or signal portions; 

evaluating a first detection metric based on the detection values; 
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evaluating a second detection metric based on the detection values; and 
controlling further detector actions based on the first and second detection metrics. 

17. The method of claim 16 wherein the detection metrics comprise first and 
5 second screening stages and the second screening stage screens suspect signals or 

signal portions that remain after the first screening stage. 

18. The method of claim 17 wherein each stage screens suspect signals or 
signal portions to reject signals deemed to be un-marked. 

10 

19. The method of claim 16 wherein each of the detection stages perform one 
or more of the following: 

comparing a top detection value to a limit, and 

comparing a top detection value to a one or more lesser detection values or 
1 5 combination of lesser detection values. 

20. The method of claim 16 wherein the detection values are computed for 
portions of a suspect signal and the first and second detection metrics are used as an 
indicator of strength of a watermark in the suspect signal. 

20 

21. The method of claim 20 wherein the strength of the watermark is used to 
determine whether the suspect signal has been transformed. 

22. The method of claim 20 wherein the strength of the watermark is used to 
25 control use, recording or copying of the suspect signal. 

23. The method of claim 16 wherein the detection values are computed for 
portions of the first and second detection metrics are used to control use, recording or 
copying of the suspect signal. 

30 

24. A computer readable medium on which is stored software for performing 
the method of claim 16. 
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24. A method of watermark detection in a signal suspected of being 
watermarked comprising: 

computing two or more features of a suspect signal from different stages of 
5 watermark detection; and 

combining information from the two or more features to control watermark 

detector action. 

25. The method of claim 24 wherein the detector action is screening an 
10 unmarked signal. 

26. The method of claim 24 wherein the two or more features comprise 
different measures of correlation. 

1 5 27. The method of claim 24 wherein the two or more features comprise 

independent detection values. 

28. The method of claim 24 wherein the detector action is a subsequent 
detection stage. 

20 

29. A computer readable medium on which is stored software for performing 
the method of claim 24. 
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